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Worm-Welchia_icmp Risk : High

o Attack ID : 3162
o Aliases - MS Blast D, Nachi
o Group : Womms

o References :

Type - CVE; Value - CAN-2003-0352; Link - hitp:dbwww eve mitre orgfoei-bintvensme cei?
neme=CAN-2003-0352
o Type - MS Security Bulletin; Value - MS03-026; Link -

hittp:liaww micmosatt i n 03036 5p
Type - CVE; Value - CAN-2003-0109; Link - hitp:lbwww eve mitre orgfoei-bintvensme cei?
neme=CAN-2003-0103
Type - MS Secusity Bullstin; Valve - MS03-007; Link -
hitp v misrosoft i i inME03-007 asp

o FalsePositive : None known
+ AffectedPlatform - Microsoft Windows NT 4 0 Terminal Sexvices Edition Microsoft Windows 2000
Microsoft Windows EP Microsoft Windows Server?

Can canse the host to seboot o eresh on Windows 2000 and, Windows XP.

Windows 2000, Windows 3P Micicscft I,

High siel of spus ading Via RFC (pert 135). Medium spueed vis. HTTF (pet
).

Welchia. 2 worm that exploits the M RPC {port 135) vulnesability in Windows OF as well as the TWebDav
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hitp:#/203.74 210 16 - Attack Desc - Microsoft Internet Explorer

Worm-Welchia_icmp

 Attack ID : 3162

o Aliases : MS Blast D, Nochi
« Group : Womns

* Reforences :

* Type - CVE; Value - CAN-2003-0352; Link - hitpidvw ove mitre.orglogi- binevensme cgi?
name=CAN-2003-035

Type - MS Security Bulletin; Valve - MS03-026; Link -

uttp sl wew i ft. {S03-036.asp

Type - CVE; Value - CAN-2003-0109; Link - httpdhvvrw eve nuitze orghogi- binkvenzme ei?

neme=CAN-3003-0109

Type - Ms Security Bulletin; Value - MS03-007; Link -

hitp:dhuww microsoft 1 n/HS03-007 asp

= FalsePositive : None koown
o AffectedPlatiorm : Microsoft Windows NT 4.0 Terninal Services Edition Microsoft Windows 2000
Microsoft Windows XP Microsoft Windows Server?

Can. cause the host to 1ot cx crssh cn. Windows 2000 and Windows K.

‘Windows 2000, Windowrs XF. Micmooft I

High risk of spreading Via RFC (port 135) Medium spuead via HTTP (port
.

Welchia is a worn that exploits the M3 RPC (port 135) vulnershility in Windows OF as well as the WebDav
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hitp:#/203.74 210 16 - Attack Desc - Microsoft Internet Explorer

Worm-Welchia_icmp

 Attack ID : 3162
o Aliases : MS Blast D, Nochi
« Group : Womns

* Reforences :

* Type - CVE; Value - CAN-2003-0352; Link - hitpidvw ove mitre.orglogi- binevensme cgi?
name=CAN-2003-035

Type - MS Security Bulletin; Valve - MS03-026; Link -

uttp sl wew i ft. {S03-036.asp
Type - CVE; Value - CAN-2003-0109; Link - httpdhvvrw eve nuitze orghogi- binkvenzme ei?
neme=CAN-3003-0109

Type - Ms Security Bulletin; Value - MS03-007; Link -

hitp:dhuww microsoft 1 n/HS03-007 asp

= FalsePositive : None koown
o AffectedPlatiorm : Microsoft Windows NT 4.0 Terninal Services Edition Microsoft Windows 2000
Microsoft Windows XP Microsoft Windows Server?

Can. cause the host to 1ot cx crssh cn. Windows 2000 and Windows K.

‘Windows 2000, Windowrs XF. Micmooft I

High risk of spreading Via RFC (port 135) Medium spuead via HTTP (port
.

Welchia is a worn that exploits the M3 RPC (port 135) vulnershility in Windows OF as well as the WebDav
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hitp:#/203.74 210 16 - Attack Desc - Microsoft Internet Explorer

Worm-Welchia_icmp

 Attack ID : 3162

o Aliases : MS Blast D, Nochi
« Group : Womns

* Reforences :

* Type - CVE; Value - CAN-2003-0352; Link - hitpidvw ove mitre.orglogi- binevensme cgi?
name=CAN-2003-035

Type - MS Security Bulletin; Valve - MS03-026; Link -

uttp sl wew i ft. {S03-036.asp
Type - CVE; Value - CAN-2003-0109; Link - httpdhvvrw eve nuitze orghogi- binkvenzme ei?
neme=CAN-3003-0109

Type - Ms Security Bulletin; Value - MS03-007; Link -
hitp:dhuww microsoft

{303-007 asp

= FalsePositive : None koown
o AffectedPlatiorm : Microsoft Windows NT 4.0 Terninal Services Edition Microsoft Windows 2000
Microsoft Windows XP Microsoft Windows Server?

Can. cause the host to 1ot cx crssh cn. Windows 2000 and Windows K.

‘Windows 2000, Windowrs XF. Micmooft I

High risk of spreading Via RFC (port 135) Medium spuead via HTTP (port
.

Welchia is a worn that exploits the M3 RPC (port 135) vulnershility in Windows OF as well as the WebDav
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Mictosoft Internet Explorer

Worm-Welchia_icmp

+ Attack ID : 3162
 Alinses : Mg Elast D, Nochi
« Group : Woms

* References :

Type - CVE; Value - CAN-2003-0352; Link - Rt wuew eve mitre oxgrogicbinkovename czi?
neme=CAN-3003-0352
Type - M Security Bullstn; Value - M303-026; Link -

hitpihrw 4503026 osp
+ Type - CVE; Value - CAN- 109; Link - cef?
name=C AN-3002-0109
 Type - M Secosity Bulletn; Value - MS03-007; Link -
p 7.0

« FalsePositive : Nons kuown.
+ AffectedPlatform : Misrosoft Windows HT 4.0 Terninal Services Edition Micxosoft Windows 2000
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Con ooz the host o bt ot cassh on Windorns 2000 ad Windows K.
Windows 20, Windows KP. Mimosoft IS

High sk of suesding Via RFC (part 135) Mediur spoead via HTTF Cpert
&0

Welchia is a worm that exploits the MS RPC (port 135) vulnerability in Windows OS a5 well s the WebDay
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